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[TlpobnemaTunka

= ObbeM KogoBOM b6a3bl PACTET, e CTAHOBUTCH TAXKeENee
KOHTPONMpoBaThb

= [1NMOTHOCTb OLLNOOK HAYMHAET PacTU HENMMMHEWUHO
= CTapblX METOOOB KOHTPOIS KadecTBa y>Ke He4OCTaTO4HO

= [NosiBnsieTcst bonblLue pasHbIX OLLNOOK
» KoTtopble noBAT TeCTbl / HE NOBAT TECTHI
* OnacHble / HEKPUTUYHBIE

= A 310 eLye He Bce...
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UctouHuk - NIST: National Institute of Standards and Technology


https://www.nist.gov/
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CnocoObl noncka oLLnodokK

= MogynbHoe TecTupoBaHue

* lHTerpaunoHHoe
TeCTUpoBaHue

= CNCTEMHOE TECTUPOBAHUE

= lnHamMmn4yeckmm aHanus
= Ctatnyeckmn aHanms
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CnocoObl noncka oLLnodokK

* MoaynbHoe TecTupoBaHue

" /I[HTerpaymoHHoe
TeCcTupoBaHue

= CNCTEMHOE TECTUPOBaHME

= lnHamMmn4yeckmm aHanus
= CTaTU4YeCKumn aHanus
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CtaTnyeckmm aHanu3s

= B Hayane ObIn Koa-peBbIo
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CtaTnyeckmm aHanu3s

= ABTOMaTUYEeCKNN KOO-PeBbLIO!
= Hy>keH TonbKO Ko nporpammbl
= [TonHOEe NoKpbITUE NMPoeKTa

= PaHee oOHapyXeHune ownbok




CtaTnyeckmm aHanu3s

ABTOMaTU4YECKUN KOO-PEBLIO!
Hy>XXeH TONbKO KoA nporpamMmmbl
[TonHOe NOoKpbITUE NpoeKTa
PaHee obHapyxeHne omnbok

OwWwmnbKn ncnpaensoTCS eLle Ha

aTane pa3paboTku
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HenpaBuibHasa paboTa __
C MeTOAaMM - 3 ' OLLUMNBKM
- CUHXPOHM3aLNM
HegoOCTUXXUMBbIN _
KoA nepenonHeHue
bydepa
OLWMBKM foCTYNa K HenpaBunbHasa paboTa C
NamMaTy TMNnamu




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName");
}
if (string.IsNullOrEmpty ('"password')) {
throw new ArgumentException
("Empty password.", '"password");
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName");
}
if (string.IsNullOrEmpty ("password")) {
throw new ArgumentException
("Empty password.", "password") ;
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName");
}
if (string.IsNullOrEmpty ('"password')) {
throw new ArgumentException
("Empty password.", "password");
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName") ;
}
if (string.IsNullOrEmpty ("password")) {
throw new ArgumentException
("Empty password.", "password");
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName");
}
if (string.IsNullOrEmpty ("password")) {
throw new ArgumentException
("Empty password.", "password") ;
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
(string userName, string password, string domain) {
if (string.IsNullOrEmpty (userName) ) {
throw new ArgumentException
("Empty user name.", "userName")
}
if (string.IsNullOrEmpty ("password")) {
throw new ArgumentException
("Empty password.", "password") ;
}
CredentialsUserName = userName;
CredentialsUserPassword = password;
CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

public void SetCredentials
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public void SetCredentials
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CredentialsDomain = domain;

ONLYOFFICE




OWnbKN KOTOpble CNOXHO 3aMETUTb

(string userName, string password, string domain) {

if (string.IsNullOrEmpty (userName)) { ONLYOFFICE

if (string.IsNullOrEmpty ("password')) {

CredentialsUserName = userName;
CredentialsUserPassword = password;




OLWnObKN KOTOpblEe CNOXHO 3aMETUTb

P

(string userName, string password, string domain) { 3

if (string.IsNullOrEmpty (userName) ) { ONLYOFFICE

if (string.IsNullOrEmpty ("password")) { « /5

NpeaynpexaeHue PVS-Studio:
V3022 Expression 'string.IsNullOrEmpty("password")" is always false.




OwWwmnbKN KoTopble HE XOYETCA UCKaTb

public struct BlobSasBuilder : <BlobSasBuilder> ({

public bool (BlobSasBuilder other) =>
BlobName == other.BlobName &é&
CacheControl == other.CacheControl &&
BlobContainerName == other.BlobContainerName &&
ContentDisposition == other.ContentDisposition &&
ContentEncoding == other.ContentEncoding &é&
ContentlLanguage == other.ContentEncoding &é&
ContentType == other.ContentType &&
ExpiryTime == other.ExpiryTime &&
Identifier == other.Identifier &&
IPRange == other.IPRange &&
Permissions == other.Permissions &é&
Protocol == other.Protocol &&
StartTime == other.StartTime &&
Version == other.Version;

Azure

SDK
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ContentEncoding == other.ContentEncoding &é&
ContentlLanguage other.ContentEncoding &é&




OwWwmnbKN KoTopble HE XOYETCA UCKaTb

ContentEncoding
ContentLanguage

32

Azure

SDK

other.ContentEncoding &é&
other.ContentEncoding &é&

MpepynpexpeHne PVS-Studio:

V3112 An abnormality within similar comparisons. It is possible that a typo is present inside
the expression 'ContentLanguage == other.ContentEncoding’




OwWwmnbKN KoTopble HE XOYETCA UCKaTb

public struct FileSasBuilder : <FileSasBuilder> ({

public bool (FileSasBuilder other) =>
CacheControl == other.CacheControl
&& ContentDisposition == other.ContentDisposition
&& ContentEncoding == other.ContentEncoding
&& ContentLanguage == other.ContentEncoding
&& ContentType == other.ContentType
&& ExpiryTime == other.ExpiryTime
&& FilePath == other.FilePath
&& Identifier == other.Identifier
&& IPRange == other.IPRange
&& Permissions == other.Permissions
&& Protocol == other.Protocol
&& ShareName == other.ShareName
&& StartTime == other.StartTime
&& Version == other.Version

Azure

SDK
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Azure

SDK

&& ContentEncoding == other.ContentEncoding
&& ContentLanguage other.ContentEncoding




OWwnbKkM n3-3za HeBHMMaTEenbHOCTU

>

if ( request.PaymentTolerance < 0

&& request.PaymentTolerance > 100)

{
ModelState.AddModelError (nameof (request.PaymentTolerance),

"PaymentTolerance can only be between 0 and 100 percent");




OWwnbKkM n3-3za HeBHMMaTEenbHOCTU

if ( request.PaymentTolerance < 0 >

request.PaymentTolerance > 100)

ModelState.AddModelError (nameof (request. PaymentTolerance),

{

"PaymentTolerance can only be between 0 and 100 percent");

NMpeaynpexaeHune PVS-Studio:

V3022 Expression 'request.PaymentTolerance < 0 &&

} request.PaymentTolerance > 100’ is always false. Probably the ||
operator should be used here.




OwnbKn n3-3a HeoyeBUOHbIX MOMEHTOB

var exp = new Expression(CalcExpression) ;
var result = exp.Eval()

1f (result == double.NaN)
{

Current = "ERROR";
return;




OwnbKn n3-3a HeoyeBUOHbIX MOMEHTOB

var exp = new Expression (CalcExpression);
var result = exp.Eval();

1f (result == double.NaN)
{

NMpeaynpexaeHue PVS-Studio:
PVS-Studio: V3076 Comparison of 'result’ with 'double.NaN' is
meaningless. Use 'double.IsNaN()' method instead.




Entity Framework

Entity Framework

for (var 1 = 0; 1 < result.Count; i++) ® re
{ C

for (var jJ = 0; jJ < expectedInnerNames.Count; 7j++)

{

Assert.True (
result[i] .OneToMany Optional
.Select (e => e.Name)
.Contains (expectedInnerNames|[i])) ;




Entity Framework

Entity Framework

for (var 1 = 0; 1 < result.Count; i++) O re
{

for (var jJj = 0; jJ < expectedInnerNames.Count; j++)

{

Assert.True (

result[1].OneToMany Optional
.Select (e => e.Name)

.Contains (expectedInnerNames[1])) ;




eShopOnContainers

var firstUrl =
var secondUrl =

return firstUrl.Scheme
firstUrl.Port
firstUrl.Host

new Uri (urlHook, UriKind.Absolute) ;
new Uri(url, UriKind.Absolute) ;

secondUrl.Scheme &&
secondUrl.Port &&
firstUrl .Host;




eShopOnContainers

var firstUrl = new Uri (urlHook, UriKind.Absolute) ;
var secondUrl = new Uri(url, UriKind.Absolute);

return firstUrl.Scheme == secondUrl.Scheme &&

firstUrl.Port
firstUrl .Host

== secondUrl.Port &&
== firstUrl.Host;




eShopOnContainers

var firstUrl = new Uri (urlHook, UriKind.Absolute) ;
var secondUrl = new Uri(url, UriKind.Absolute);

return firstUrl.Scheme == secondUrl.Scheme &&
firstUrl.Port == secondUrl.Port &&
firstUrl .Host == firstUrl .Host;

NMpeaynpexaeHune PVS-Studio:
V3001 There are identical sub-expressions 'firstUrl.Host' to the left and
to the right of the '==" operator.




eShopOnContainers

var parts = path.Split('.');
for (int i = 0; 1 < parts.Length; i++)
{
var part = parts[i];
if (! (propertyValue is IList))
throw new ArgumentException (
"Object addressing by pathing segment
with indexer must be IList");

if (! (propertyValue is IPropertyBag))
throw new ArgumentException (
"Object addressing by pathing segment
must be IPropertyBag") ;

'"{part}'

'"{part}'




eShopOnContainers

var parts = path.Split('.')
for (int i = 0; 1 < parts.Length; i++)
{
var part = parts[i];
if (! (propertyValue is IList))
throw new ArgumentException (
"Object addressing by pathing segment
with indexer must be IList");

if (! (propertyValue is IPropertyBag))
throw new ArgumentException (
"Object addressing by pathing segment
must be IPropertyBag") ;




MoryT nun ctatndyeckme

dHalin3aTopbl B oNTUMM3aLno?
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OnTumMmmnsaunsa n ctaTudeckum aHanums

= CTarn4yecknn aHanmsa non
3TO He 3aTo4YeH

* Ectb MUKPOonTumusauumum

= MoXeT goMnonHUTb
NPoOMUINPOBLLMNKN/
OVUHaMUN4YecKkue
aHarnmsaTtopbl



Mukpoontummnsayum

inline void setlogTag(const std::string tagName) {
m tag = tagName;

}




inline void setlogTag(const std::string tagName) {

}

Mukpoontummnsayum

m tag = tagName;

[MpeaynpexaeHne PVS-Studio:
V801 Decreased performance. It is better to redefine the first function

argument as a reference.
Consider replacing 'const .. tagName' with 'const .. &tagName'.




inline void setLogTag(const std::string &tagName) {

}

MukpoonTtnmmnsauyum

m tag = tagName;

[MpeaynpexaeHne PVS-Studio:
V801 Decreased performance. It is better to redefine the first function

argument as a reference.
Consider replacing 'const .. tagName' with 'const .. &tagName'.




MukpoonTtnmmnsauyum

inline void setlLogTag(const std::string tagName) {

m tag = std::move (tagName) ; <
}




void
addDescriptions (std: :vector<std: :pair<int, std::string>> toAdd)
{
if (m _descCount + toAdd.size() > MAX POLICY DESCRIPTIONS) {
throw std::length error("Descrlptlons count would exceed "
+ std::to_string (MAX POLICY DESCRIPTIONS)) ;
}
auto addDesc = [] (DescrType **desc, int result,
const std::string &name)
{
(*desc) = static cast<DescrType *>(malloc(sizeof (DescrType)))
(*desc) ->result = result;
(*desc) ->name = strdup (name.data());
};
for (const auto &it : toAdd) {
addDesc (m_policyDescs + m descCount, it.first, it.second);
++m _descCount;

}
m policyDescs[m descCount] = nullptr;




void
addDescriptions (std: :vector<std: :pair<int, std::string>> toAdd)

{

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS) {
throw std::length error ("Descriptions count would exceed "
+ std::to _string (MAX POLICY DESCRIPTIONS)) ;
}
auto addDesc = [] (DescrType **desc, int result,
const std::string &name)

{

(*desc) = static_cast<DescrType *>(malloc(sizeof (DescrType)))
(*desc) ->result = result;
(*desc) ->name = strdup (name.data());

}s
for (const auto &it : toAdd) {
addDesc (m_policyDescs + m descCount, it.first, it.second);

++m;descCount;

}
m policyDescs[m descCount] = nullptr; <:>




void

addDescriptions (std: :vector<std: :pair<int,

{

std: :string>>  toAdd)

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

{....};

for (const auto &it : toAdd)

{....};




void
addDescriptions(std: :vector<std::pair<int, std::string>> toAdd)

{
if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

{....};
for (const auto &it : toAdd)

{....};




void
addDescriptions(std: :vector<std::pair<int, std::string>> toAdd)
{

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIONS)

{....};
for (const auto &it : toAdd)
{....};
}

[MpeaynpexageHne PVS-Studio:
V813 Decreased performance. The 'toAdd' argument should probably be
rendered as a constant reference.




void
addDescriptions (std: :vector<std::pair<int, std::string>> &toAdd)
{

if (m descCount + toAdd.size() > MAX POLICY DESCRIPTIO

{....};
for (const auto &it : toAdd)
{....};
}

[MpeaynpexageHne PVS-Studio:
V813 Decreased performance. The 'toAdd' argument should probably be
rendered as a constant reference.
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Yto Takoe SAST?

= Static Application Security
Testing

= CTaTn4eckmum aHanums, Ho
NpPO YySA3BUMOCTMU

= Ya3BMMOCTU — TaKmne-xe
OObIYHbIE OLLUNDOKU

Xun3sHbo 63 SAST

Tb | Bnpouecce

Xun3Hb ¢ SAST

B npouecce
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be3onacHOCTb U
3allUNLLEHHOCTb

= Safety (be3sonacHocTb) /
Security (3aLMLLEHHOCTD)




be3onacHOCTb U
3allUNLLEHHOCTb

= Safety (6esonacHocTb) /

Security (3aLMLLEHHOCTD)
be3onacHoOCTb

= HapgexHas paboTta NnpunoXXeHus B
nobbIX ycnosusax, 6e3
BMellaTenbCcTBa U3BHE

= MISRA C/C++
= AUTOSAR C++




be3onacHOCTb U
3allUNLLEHHOCTb

= Safety (be3sonacHocTb) /
Security (zawmiéHHocTs)

3aWmnLEeHHOCTb
= CTOMKOCTb KO BHELUHUM

BO31ENCTBUAM, NOMNbITKaM
BMeLlaTenbCcTBa U3BHE

= OWASP ASVS
= SEI CERT

6/



Cnnckn yassmmocTten

CWE - lNoTeHumanbHble

YyA3BUMOCTU
Common Weakness Enumeration

CVE - CywecTBylowme
YA3BMMOCTU

Common Vulnerabilities and various errors
Exposures




Cnnckn yassmmocTten

CWE — lNoTteHumnarnbHbIE

yA3BMMOCTMU
Common Weakness Enumeration

CVE - CyuwecTByloLime
YA3BMMOCTMU

Common Vulnerabilities and
Exposures

various errors
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[Toumep CWE B npoekTe FastReport

ParagraphFormat paragraphFormat;

public ParagraphFormat ParagraphFormat

{

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }

ﬁ




[Toumep CWE B npoekTe FastReport

ParagraphFormat(paragraphFormat; I'IoneFQ




[Toumep CWE B npoekTe FastReport

ParagraphFormat(paragraphFormat; I'IoneF!

public (ParagraphFormat )ParagraphFormat

CBouctBo




[Toumep CWE B npoekTe FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }

}

set { ParagraphFormat = wvalue;




[Toumep CWE B npoekTe FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }




[Toumep CWE B npoekTe FastReport

paragraphFormat;
public (ParagraphFormat )ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = wvalue; }




[Toumep CWE B npoekTe FastReport

static void Main(string[] args) li!

{
TextObject textObj

textObj.ParagraphFormat = null;

new TextObject () ;

Console.WritelLine ("Ok") ;




[Tpumep CWE B npoekte FastReport

BN CAWINDOWS\system32\cmd. exe




[Toumep CWE B npoekTe FastReport

paragraphFormat;
public (ParagraphFormat)ParagraphFormat

{

ParagraphFormat

get { return paragraphFormat; }
set { ParagraphFormat = value; }

Mpenynpexaexve PVS-Studio: V3010 [CWE-674]
Possible infinite recursion inside ' ParagraphFormat’ property.




[Tpumep yassumocTtn SQL injection

using (SqlConnection connection = new SqlConnection(....))

{

String userName = Request.Form['"userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = ’'" 4+ userName + "'",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "' ",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

SELECT * FROM Users WHERE UserName = 'lBaH'

CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "' ",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "' ",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form|["userName'"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "' ",
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SqlConnection\...))

{

String userName Requ lme"];
using (var command = n I/I Ba H
Connection = connecti
CommandText =
"SELECT * FROM Users WHERE UserName = ’'" + use
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SqglConnection(...

{

String userName = . . . . '
using (var comman OR 1 — 1
Connection = con
CommandText =
"SELECT * FROM Users WHERE UserName = ’'" + use€
CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

SELECT * FROM Users WHERE UserName = 'lBaH'

CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];

SELECT * FROM Users WHERE UserName = """ OR "1'="1"

CommandType = System.Data.CommandType.Text })




[Tpumep yassumocTtn SQL injection

using (SglConnection connection = new SglConnection(....))

{

String userName = Request.Form["userName"];
using (var command = new SqglCommand () {
Connection = connection,
CommandText =
"SELECT * FROM Users WHERE UserName = '" 4+ userName + "' ",
CommandTZPe = System.Data.CommandePe.Text })

[Mpeaoynpexaenne PVS-Studio:
V5608 Possible SQL injection. Potentially tainted data in the 'userName'
variable is used to create SQL command.
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|E ‘ Fails: 0 ‘ A ¥ ‘ @BESt ngh: 12016 NIE':“UITI: 11121 | Low: 22635
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|E | Fails: 0 | A ¥ | @BESt ngh: 12016 NIE':“UITI: 11121 | Low: 22635
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PVS-Studio

Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

Un-suppress Trom selectes

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated

during last analysis [Suppress All).

Suppress All Suppress Filtered Close




OnacHOCTb NepBOro pasa

= MHoro cpabaTtbiBaHWIN - HOPMarbHO

= Acnonb3yemM maccoBoe
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PVS-Studio
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Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

Jn-suppress Trom selected

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated

during last analysis [Suppress All).

Suppress All Suppress Filtered Close

PV5-Studio
— |Fail=0 | & ¥ @EESt High: 1 Medium: 0 I Low: O General | Optimi
Code Meszage
Congratulations! PW5-5tudio has not found any issues in your source code!
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MHoro cpabartbiBaHUIM - HOPMarbHO

Ucnonb3yem maccoBoe

noaaBneHuve

[lepnogmnyeckn Bo3Bpallaemca u

HYNHUM

Ho ecTb 1 gpyrou cnocoob...

99

PVS-Studio

Fails: 0 | A Y | @EESt High: 18016 [} Medium: 11131 | Low: 22635

Jn-suppress Trom selected

You can suppress messages visible in PYS-5tudio Cutput Window [Suppress Filtered) or all messages generated

during last analysis [Suppress All).

Suppress All Suppress Filtered Close

PVS-5Studio

— |Failz0 || & ¥ @Eeﬂ High: 1 Medium: 0 IL-::uw:E

General | Optimi

Code Meszage

Congratulations! PW5-5tudio has not found any issues in your source code!
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[TpuHuMn XpanoBuka

= BbinonHaem aHanns

= 3aHOCUM B CUCTEMY KOHTPONS

BepCcun U yctaHaBnmMBaem nopor

BXOXAEeHUsA

* Vicnpasnsaem!
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INoxxHble cpabaTbiBaHUA
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INoxxHble cpabaTbiBaHUA

= OCODEHHOCTb TEXHONOrmmn




INoxxHble cpabaTbiBaHUA

Opticns
= OcobeHHOoC EXHOJ10 | |
H H T b T X H J-I I-M M Search Options (Ctrl+E) e Elter th-des or Messages
4 PVS-Studio e
Commeon Analyzer Settings » [
Detectable Errors (C#)
[} Detectable Errors (C, C++) « R
dCTpanBaeéM aHaJIn3aTtop noa Don' Check i
Keyword Message Filtering V3001 There are identical sub-expressions to the left and

Registration to the night of the 'foo’ operator.

Specific Analyzer Settings V3002 The switch statement does not cover all values of
- - the enum.

NPOEeKT




INoxxHble cpabaTbiBaHUA

Opticns

- OCO6eH HOCTb TeXH OnorM M Search Options (Ctrl+E) Fe Filter Codes or Messages
- Search
4 PV5-Studio
e el o :

Detectable Errors (C, C++)

- H aCTpa n Bae M a H an n 3aTO p n On Don't Check Files “  TGeneral Analysis

Keyword Message Filtering V3001 There are identical sub-expressions to the left and

Registration to the night of the 'foo’ operator.

the enum.

Specific Analyzer Settings V3002 The switch statement does not cover all values of

NPOEeKT

Mark selected messages as False Alarms

f:_L Remove False Alarm marks from selected messages

- rlOJ'I HOCTbl‘O M36aBMTbCﬂ He ¥ Add selected messages to suppression base

Hide all ¥3059 errors

I-IOnyL'I MTCH , HO M O)KH O yM e H b Lu MTb Don't check files and hide all messages from...

Send this message to external tool (bugtracker client, editor, etc,)

Show Columns

Be pOﬂTH OCTb .I-I O)I(H O rO Copy selected messages to clipboard

Remove Importance mark from selected messages

Add TODO comments for selected messages

cpabaTbiBaHUS
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[lonro Bpema aHanm3a
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[lonro Bpema aHanm3a

= bonble NpoekT = bonbLue BpeMs
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[lonro Bpema aHanm3a

= bonble NpoekT = bonbLue BpeMs

* MHKpeMeHTanbHbIN aHanus
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[lonro Bpema aHanm3a

= bonble NpoekT = bonbLue BpeMs
* MHKpeMeHTanbHbIN aHanus

= [poBepsanTe TONbKO N3SMEHEHHbIN

Kon




«N30bITOYHBINY aHaN3

Preparing projects...

1 of 122 projects processed

Files processed: 2411769
Time elapsed: Q00024
Estimated time remaining: 01:02:29

I:I Don't close this window after analysis

Pause Stop




«N30bITOYHBIAY» aHaN3

* JlniwuHne dpannol

Preparing projects...

1 of 122 projects processed

Files processed: &4/11769
Time elapsed: O000: 24
Estimated time remaining: 01:02:29




«N30bITOYHBIAY» aHaN3

* JlniwuHne dpannol

= BHelWwHue

oOMoONMoOTEKN/3aBUCUMOCTU

Preparing projects...

1 of 122 projects processed

Files processed: &4/11769
Time elapsed: O000: 24
Estimated time remaining: 01:02:29




«N30bITOYHBIAY» aHaN3

* JlniwuHne dpannol

= BHelWwHue

oOMoONMoOTEKN/3aBUCUMOCTU

= Bo3Bpalyaemcs K

HacTpouke!

= Ho He Bce TaK npocTo

Preparing projects...

1 of 122 projects processed

Files processed: &4/11769
Time elapsed: O000: 24
Estimated time remaining: 01:02:29
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He xBaTtaeT AnarHoCTuK

[pueeT, cnuwes?)
MHe Hy:Ha OWarHoCTUKA KOTopas HalndeT BoT 3To!

" AHaJ'II/I3aTOpr HE MOXET MNMOKPbITb BCE

crny4yau u naTtTepHbl OLLNOOK

= Ho ecTb pa3riintyHble MEXaHU3MbI
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He xBaTtaeT AnarHoCTuK

[pueeT, cnuwes?)
MHe Hy:Ha OWarHoCTUKA KOTopas HalndeT BoT 3To!

" AHaJ'II/I3aTOpr HE MOXET MNMOKPbITb BCE

crny4yau u naTtTepHbl OLLNOOK
= Ho eCcTb pasnuyHbie MEXaHNU3MbI

= BO3MOXXHOCTb CO30aHUA CBOUX

ONArHoCTuK, obpalleHnsa B nogaepxKy
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MISRA. Octal constants should not be used.

MISRA. The 'goto’ statement should not be used.
MISRA. Implicitly specified enumeration constants should be unigue — . M I I E A
consider specifying non-unique constants explicitly,

MISRA. Size of an array is not specified.

K & KRR

MISRA. The 'goto’ statement shouldn't jump to a label declared earlier.
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MISRA. Octal constants should not be used.

MISRA. The 'goto’ statement should not be used.
MISRA. Implicitly specified enumeration constants should be unigue — . M I I E A
consider specifying non-unique constants explicitly,

MISRA. Size of an array is not specified.

[l

< &

[«

MISRA. The 'goto’ statement shouldn't jump to a label declared earlier.

6. AUTOSAR

L4

AUTOSAR, Octal constants should not be used,

[&]

AUTOSAR. Size of an array is not specified.

A l ' TO S A R 35 AUTOSAR. The 'goto’ statement shouldn't jump to a label declared
. earlier.
] AUTOSAR. The bedy of a loop\conditional statement should be enclosed
in braces.
AUTOSAR. The function with the 'atof/atoi/atol/atell’ name should not be

used.

AUTOSAR. The function with the ‘abort/exit/getenv/system’ name should
not be used.

< &

<]

[«
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MISRA. Octal constants should not be used.

MISRA. The 'goto’ statement should not be used.
MISRA. Implicitly specified enumeration constants should be unigue — . M I I E A
consider specifying non-unique constants explicitly,

MISRA. Size of an array is not specified.

[l

& & &

MISRA. The 'goto’ statement shouldn't jump to a label declared earlier.

6. AUTOSAR

£

AUTOSAR, Octal constants should not be used,

[&]

AUTOSAR. Size of an array is not specified.

A l ' TO S A R 35 AUTOSAR. The 'goto’ statement shouldn't jump to a label declared
. earlier.
] AUTOSAR. The bedy of a loop\conditional statement should be enclosed
in braces.
AUTOSAR. The function with the 'atof/atoi/atol/atell’ name should not be

used.

_ ] AUTOSAR. The function with the ‘abort/exit/getenv/system’ name should
7. OWASP Show All + not be usad.

LY LY

[«

V5001 CWASP. It is highly probable that the semicolon ' is missing after
‘return’ keyweord.

[«

[&]

V5002 OWASP. An empty exception handler. Silent suppression of exceptions
can hide the presence of bugs in source code during testing.

V5003 OWASP. The object was created but it is not being used, The ‘throw'
keyword could be missing.

V5004 OWASP. Consider inspecting the expression, Bit shifting of the 32-bit
value with a subsequent expansion to the 64-bit type.
OWASP, A value is being subtracted from the unsigned variable. This can
result in an overflow. In such a case, the comparison operation can
potentially behave unexpectedly.

[«]

[&]

&
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sonarqube\\\ Projects Issues Rules Quality Profiles Quality Gates Administration More Q

—
-

Search for rules... Bulk Change v | Selectrules =~ Navigatetorule ¢« » 44 rules

v Software Quality V4001: Unity Engine. Boxing inside a frequently called method may decrease performance. Intentionality

Reliability @ C# + & Vulnerability » cwe pvs-studio ...

Reliability
V4002: Unity Engine. Avoid storing consecutive concatenations inside a single string in performance-sensitive context. Consider using StringBuilder to

s Intentionality
improve performance.

Reliabil avs-studio#op

> Severity ?

V4003 x Intentionality
Mpynna auarHocTuk B PVS-Studio Ter B SonarQube

Reliabil ys-studio#op

- [MarHOCTMKM OBLLEro Ha3HaUYeHUs pvs-studio#ga

Intentionalit
decrea: ¥

AnarHoCTUKM MUKPO-0ONTUMMU3aLLUA pvs-studio#op

pvs Reliabil svs-studio#op

[dnarHoCTuku 64-6UTHbIX OLLMOBOK pvs-studio#64
pvs-studio 1.7k V4005

B <iichoi w4 to decr CraHpapT MISRA pvs-studio#misra PiRtamy

pvs-studio#autosar 55 Reliabil

OunarHoCTUKK, peann3oBaHHbIe Mo 3anpocam pvs-studio#cs i

Rig-studioffcs 2 nonb3oBaTenen
V801 L
pvs-studio#fails 27 T Intentionality

lNpobnemsbl Npu paboTe aHanusaTopa koga pvs-studio#fails

Reliabil yvs-studio#op

pvs-studio#ga
pVvs-studio#inio

pvs-studio#misra v802: C Intentionality

pvs-studio#op Reliability & CXX « #% Bug « pvs-studio pvs-studiofop

pvs-studio#owasp

iaef e V803: Decreased performance. It is more effective to use the prefix form of ++it. Replace iterator++ with ++iterator. Intentionality
of 10 shown

Reliability @ « pvs-studio  pvs-studio#op




SOI'IaI'QUb(_i‘\ Projects Issues Rules Quality Profiles Quality Gates Administration More Q

7 Project f main « -
Overview Issues Security Hotspots Measures Code Activity Project Settings v Project Information

©® To benefit from more of SonarQube’s features, set up analysis in your favorite CL. X

main 176k Lines of Code « Version not provided (R Set as homepage

Quality Gate 7 Last analysis 5 minutes ago

¥ Passed

A Thelast analysis has warnings. See details

New Code Overall Code

Security Reliability Maintainability

0 Open issues 423 Open issues 0 Open issues

OH 108 H OH

Accepted issues Coverage Duplications
0 0.0% 1.5%

Valid issues that were not fixed On 40K lines to cover. On 231K lines.

Security Hotspots

0




sonarqube\\\

¢ Project

Overview

Projects Issues Rules Quality Profiles Quality Gates Administration More Q

§ main v

Issues

Security Hotspots Measures Code

src/bridge/Utf8Ini.h

V781: The value of the 'len' index is checked after it
was used. Perhaps there is a mistake in program
logic.

V781: The value of the 'post’ index is checked after
it was used. Perhaps there is a mistake in program
logic.

src/bridge/bridgelist.h

V522: There might be dereferencing of a potential
null pointer '(Type *) listinfo->data".

src/bridge/bridgemain.cpp

V576: Incorrect format. Consider checking the third
actual argument of the 'sscanf_s' function. A
pointer to the unsigned int type is expected.

V566: The integer constant is converted to pointer.
Possibly an error or a bad coding style: (DWORD *)
(0x7FFEO000 + 0x260)

V1108: The 'IsBadWritePtr' function is deprecated.
Consider switching to an equivalent newer
function.

100 of 293 shown Show More

Activity Project Settings v

Software qualities impacted

H V781: Value of a variable is checked after it is used. Possible error in program's logic. Check lines: N1, N2. pvs-studio-cxx-
( Reliability @

only:V781

Line affected: L243 - Introduced: 8 yearsago - {5 Vulnerability « € Major

Openv  Notassignedv  cwe

Where is the issue? Why is this an issue? Activity

Project > src/bridge/Utf8Ini.h 3 Openin IDE See all issues in this file

return "";
size_t pre = 0;
while(stripre] == " ")
pre++;
size_t post = ©;
R S YICIRU BRI, X SR

AN

V781: The value of the 'len' index is checked after it was used. Perhaps there is a mistake in program logic.

V781: The value of the 'post' index is checked after it was used. Perhaps there is a mistake in program logic.

post++;
auto sublen = len - post - pre;
return sublen = © ? str.substr(pre, len - post - pre) : "";

3

static inline bool parseKeyVzlueline(const std::string & line, std::string & key, std::string & value)
{

auto pos = line.find('=");

key = trim(line.substr(®, pos));
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PVS-5Studio
Log (Plog)

TaskList

TaskList
Verbose

PacwmpeHwne

VIHCTpYMEHTHI

Visual Studio,
SonarQube,

Compiler Monitoring
ul

Visual Studio
Intelli] IDEA
Rider

CLion

Visual studio, Visual
Studio Code, ecTe
EVZYaNVZELMA B
GitHub Actions

Qt Creator

Qt Creator

Microsoft Excel

LibreOffice Calc

OnwvcaHwe

Ana Windows
nonezceatensi Visual
Studio v SonarQube

JNA NonNs20EaTENER
nnarvHoe PVs-Studio B IDE
1 SonarQube

YHUSEpCaNEHEIN dopMaT
OTUETA CTATMUECKOTD
aHanuzaTopa

Ana paboTel c oTuéToMm B Ot
Creator

PacmpeHve ¢opmaTta
TaskList € nogaepxkoih
OTOOpEKEHA
AOMOAHUTENBHBIX NO3MLMA

A npocmoTpa
NpeaynpexasHi B
TaONUYHOM BUAE

Simple Html

Full Html

Error File

Error File
Verbose

TeamCity

MISRA
Compliance

Email Client

Browser

Browser

IDEs, Vim, Emacs, etc

IDEs, Vim, Emacs, etc

TeamCity

Email Client

Browser

AnA pacCelnkn OTYETOR
MouYToR

fna npocmoTpa
NpegynpexasHi C
HaBWrauvei No Kogy B
Bpayzepe

flna npocMmoTpa OTUETOE B
nobom pegakTope,
nogaepx1eEaraLWem bopmat
ELIBOA3 KOMMWAATORA

PaclmMpenne GopMaTa
Error File ¢ nopaepxkoi
oTOBpaXEHWA
AOMNONHUTENBHLIX MO3MLMA

AnA 3arpy=Kv M NpocMoTpa
NpeaynpexaeHi B
TeamCity

/lnA npoeepKK KOA3 Ha
COOTEETCTEME CTAHAIPTAM
MISRA

Ana npocmoTpa
NpeaynpexaeHi B
dopmMate GitLab Code
Quality




dopmaTbl oT4eTAa

= Sarif

YHuBepcarnbHbI doopmMaT OTYETA CTAaTUYECKOro aHanmaartopa.

Heobxogum onga yoobHoro ooMeHa aAaHHbIMU MeXay pasnmnyHbIMU
NHCTPYMEHTaMM CTaTUYECKOro aHanumsa.




dopmaTbl oT4eTAa

= Sarif
YHuBepcarnbHbI doopmMaT OTYETA CTAaTUYECKOro aHanmaartopa.

Heobxogum ana yoodbHoro obmMeHa gaHHbIMU MeXay pasinyHbIMU
MHCTPYMEHTAaMK CTaTUYECKOro aHanmsa.

= fullhtml

910 dhopmart oT4yé€Ta B B1nae HTML-dpamna.

[Tpn BbIOOpE aTOro doopmarta plog-converter KOHBEPTUPYET
coobuleHns aHanunaaTopa n ncxogHbole dannsl B html-cdbamnbsl. 310
NO3BOMSIET NpOoCMaTpmMBaTh OTYET aHanusaTopa B bpaysepe c
COPTUPOBKOW MO COOBDLLEHUAM N HaBUraumemn no Koay.




PVS-Studio Analysis Results

Date: 10/10/24 15:42:22

PVS-Studio Version: 7.32.85062.1284

Total Warnings (GA): 412

Show full paths .

Projects

Location

+ Level

+ Code

General Analysis Translator TranslatorWindow.xaml.cs:101 V3063 A part of conditional expression is always false if it is evaluated: e.Key == Key.Enter.

General Analysis Translator TranslatorWindow.xaml.cs:175 V3063 A part of conditional expression is always false if it is evaluated: e.Key == Key.Retumn.

General Analysis Translator DataGridHelper.cs: 23 V3080 Possible null dereference. Consider inspecting 'presenter’.

General Analysis ScreenToGif.Domain DisplayDevices.cs:8 V3117 Constructor parameter 'filler' is not used.

T e e WindowMessageSink.cs: 170 V3083 ilil-ns.an‘e invocation of event 'MouseEventReceived’, NullReferenceException is possible. Consider assigning event to a local variable before invoking
General Analysis ScreenToGif.Native MemoryStatusEx.cs:17 V3117 Constructor parameter 'filler' is not used.

General Analysis ScreenToGif.Native Titlebarlnfo.cs:26 V3117 Constructor parameter ‘filler' is not used.

General Analysis ScreenToGif. Native WindowlInfo.cs:63 V3117 Constructor parameter filler' is not used.

General Analysis ScreenToGif. Util FdatChunk.cs:36 V3057 The 1st argument 'length - 4' has a possibly negative value, but is expected to be non-negative inside method, in 'ms.Read(buffer, 0, (int)count)'.
General Analysis ScreenToGif. Util FdatChunk.cs:36 V3171 The parameter corresponding to the 1st argument 'length - 4' could reach the value of -4 inside method when used as the size of an array.
General Analysis ScreenToGif. Util GifPlainTextExtension.cs: 57 V3156 The first argument of the 'GetString' method is not expected to be null. Potential null value: dataBytes.

General Analysis ScreenToGif. Util GifFile.cs:436 High V3022 Expression '!IsFirstFrame || UseGlobalColorTable || UseFullTransparency’ is always true.

General Analysis ScreenToGif. Util GifFile.cs:483 High V3022 Expression '!IsFirstFrame || UseGlobalColorTable || UseFullTransparency’ is always true.

General Analysis ScreenToGif. Util GrayscaleQuantizer.cs: 24 V3064 Potential division by zero. Consider inspecting denominator '(MaxColorsWithTransparency - 1)'.

General Analysis ScreenToGif. Util NeuralQuantizer.cs:578 V3106 Possible negative index value. The value of 'closestNeuronIndex’ index could reach -1.

General Analysis ScreenToGif. Util NeuralQuantizer.cs:579 V3106 Possible negative index value. The value of 'closestNeuronIndex’ index could reach -1.

General Analysis ScreenToGif. Util LZWEncoder.cs:167 V3117 Constructor parameters 'width’, "height” are not used.

General Analysis ScreenToGif. Util Metadata.cs:12 High V3022 Expression 'Content?.Length’ is always not null. The operator '??" is excessive.

General Analysis ScreenToGif. Util MetadataContent.cs: 16 V3022 Expression 'Content?.Length’ is always not null. The operator '??" is excessive.
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49
50
51

var chunk = new FdatChunk

{
Length = length, //Chunk length, 4 bytes.
ChunkType = "fdAT" //Chunk type, 4 bytes.
I
using (var stream = new MemoryStream(array))
{
//Chunk details, 4 bytes + XX bytes.
chunk.SequenceNumber = BitHelper.ConvertEndian(stream.ReadUInt32());
chunk.FrameData = stream.ReadBytes(length - 4); //Minus 4 because that's the size of the sequence number.
T V3171 The parameter corresponding to the 1st argument 'length - 4' could reach the value of -4 inside
method when used as the size of an array.
T V3057 The 1st argument 'length - 4' has a possibly negative value, but is expected to be non-negative
inside method, in ‘ms.Read(buffer, @, (int)count)’.
}

return chunk;

¥

internal void Write(Stream stream, bool writeAsIdat = true)

{
stream.WriteUInt32(BitHelper.ConvertEndian(Length)); //4 bytes.

stream.WriteBytes(Encoding.ASCII.GetBytes(writeAsIdat ? "IDAT" : ChunkType)); //4 bytes.

if (lwriteAsIdat)

stream.WriteUInt32(BitHelper.ConvertEndian(SequenceNumber)); //4 bytes.

stream.WriteBytes(FrameData); //XX bytes.
stream.WriteUInt32(BitHelper.ConvertEndian(CrcHelper.Calculate(stream.PeekBytes(stream.Position - (Length + (writeAsIdat ? 4 :

8)), (int)Length + (writeAsIdat ? 4 :
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BoamoxxHocTn nHterpaumnm PVS-Studio




IDE
% vVisual Studio

g In.teIIiJ IDEA
@ Rider
) ClLion

Qt Creator
Eclipse

UrpoBble ABUXKU

@ Unreal Engine
Unity

KauyecTBO KOAa
' SonarQube

COOpoOYHbIe CUCTEMBI

% MSBuild
Ao

JSON Compilation
Database
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https://pvs-studio.com/ru/blog/posts/cpp/0635/
https://plugins.jetbrains.com/plugin/12263-pvs-studio-for-idea-and-android-studio
https://pvs-studio.com/ru/docs/manual/0052/
https://pvs-studio.com/ru/docs/manual/0052/
https://pvs-studio.com/ru/docs/manual/6590/
https://pvs-studio.com/ru/docs/manual/6455/
https://pvs-studio.com/ru/docs/manual/0035/
https://pvs-studio.com/ru/docs/manual/6591/
https://pvs-studio.com/ru/docs/manual/0036/
https://pvs-studio.com/ru/docs/manual/0044/
https://pvs-studio.com/ru/docs/manual/0044/
https://pvs-studio.com/ru/docs/manual/6557/
https://pvs-studio.com/ru/docs/manual/0037/
https://pvs-studio.com/ru/docs/manual/0043/
https://pvs-studio.com/ru/docs/manual/6607/

135

Embedded Cl

2] Keil pVision, DS-MDK a Jenkins
IAR Embedded & TeamCity
e Workbench

¥ Platform.io

QNX Momentics O6nayHble Cl

TI ARM Code D CircleC]

Generation 3 Travis CI

A GitLab

Azure DevOps
Buptyanusauua

& Docker
> WSL

PacnpepnenéHHas coopka
# Incredibuild



https://pvs-studio.com/ru/docs/manual/0047/
https://pvs-studio.com/ru/docs/manual/0054/
https://pvs-studio.com/ru/docs/manual/0057/
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